Terms of Use / End User Agreement

1. Contract, parties and acceptance
1.1 These Terms of Use / End User Agreement (the "Terms") govern access to and use of SmartTwin, a digital twin cloud service provided by Smartis d.o.o. ("Provider", "Smartis", "we", "us"), with registered office at Ameriška ulica 8, 1000 Ljubljana, Slovenia.
1.2 The customer (organization) identified in the applicable order form, subscription agreement, purchase order, or other commercial document (the "Order Form") is the "Customer". Individuals who access the Service under the Customer account are "Authorised Users".
1.3 Contract between Customer and Smartis is governed by the Terms and the Order Form. In case of inconsistence between the Term and the Order Form the Order Form shall take precedence.
1.4 By signing an Order Form, creating an account, logging into the Service, or using the Service, Customer and Authorised Users accept these Terms. Customer is responsible for ensuring that its Authorised Users comply with these Terms.
1.5 If an Authorised User uses the Service on behalf of a company or other organisation, the Authorised User represents that they have authority to bind that organisation to these Terms.
1.6 Service can also be offered or provided by Smartis official partners (“Partner”). 
2. Definitions
2.1 "Service" means the SmartTwin software-as-a-service platform, portals, APIs, dashboards, visualisations, reports, maintenance features, data studio, related documentation, support channels, updates, and any associated services described in an Order Form.
2.2 "Customer Content" means data, files, 3D models, device metadata, sensor data, operational data, documentation, images, comments, configurations, workflows, reports, and other content submitted to or generated in the Service by or for Customer.
2.3 "Account Data" means business account information used to create, authenticate, administer, secure, and support Service accounts, including name, business email address, username, role, organisation, authentication identifiers, access logs, and support communications.
2.4 "Documentation" means user guides, technical specifications, help articles, API references, configuration instructions, and other materials provided by Smartis in connection with the Service.
3. Service description
3.1 The Service is intended to help Customers connect documentation, maintenance procedures, device or sensor data, dashboards, reports, and visualisations in a digital twin environment and enable customer to actively monitor and act on them.
3.2 The Service may include functions for creating locations, uploading models, connecting data sources, analysing historical or real-time data, creating dashboards and reports, managing planned and unplanned maintenance tasks, and supporting operational decisions.
3.3 Service functionality may vary by subscription package, implementation scope, deployment model, integrations, and configuration selected in the Order Form.
3.4 Smartis may improve, modify, or discontinue individual features, provided that changes do not materially reduce the core functionality purchased by Customer during the then-current subscription term.
4. Access rights and licence
4.1 Subject to Customer paying applicable fees and complying with these Terms, Smartis grants Customer a limited, non-exclusive, non-transferable, revocable right for its Authorised Users to access and use the Service during the subscription term for Customer internal business purposes.
4.2 No software is sold. Smartis and its licensors retain all rights in the Service, Documentation, platform architecture, code, templates, configurations, analytics methods, visual design, and know-how, except for Customer Content.
4.3 Customer may not sublicense, resell, rent, lease, provide bureau-service access, make the Service available to unauthorised third parties, or use the Service to build a competing product, unless expressly allowed by Smartis.

5. Accounts, Usernames and Security
5.1 Smartis may create user accounts on behalf of the Customer and provide initial access credentials to Authorised Users designated by the Customer. Customer must provide accurate account information and keep it current.
5.2 Upon first login, Authorised Users may be required to change their temporary password and establish their own authentication credentials. Smartis does not have access to user passwords after they have been changed by the Authorised User.
5.3 Customer is responsible for approving Authorised Users, assigning appropriate roles, requesting account creation, modification or removal, and ensuring that access rights remain appropriate for its organisation. User accounts must identify the relevant Authorised User or authorised service account.
5.4 Authorised Users must use strong authentication practices, protect their credentials, and immediately notify Smartis and Customer administrators of any suspected unauthorised access, credential compromise or security incident.
5.5 Customer must ensure that account credentials are not shared between users.
5.6 Smartis may suspend, restrict or disable an account if Smartis reasonably believes that the account is compromised, violates these Terms, threatens the security, integrity or availability of the Service, or if such action is required by applicable law.
5.7 Smartis may provide self-service user administration functionality in the future. Where such functionality is made available, Customer shall be responsible for managing its Authorised Users through the Service.


6. Customer responsibilities
6.1 Customer is responsible for Customer Content, data-source connections, data quality, lawful collection and use of operational data, instructions given to Smartis, and determining whether use of the Service is appropriate for Customer business, safety, security, and compliance requirements.
6.2 Customer must obtain and maintain all rights, permissions and notices required to submit Customer Content to the Service and to allow Smartis to process it to provide the Service.
6.3 Customer must not submit content that is unlawful, infringing, malicious, defamatory, discriminatory, or intended to disrupt or compromise the Service or third-party systems.
6.4 Customer remains responsible for validating outputs, reports, alerts, dashboards, predictions and recommendations before relying on them for operational, financial, safety or regulatory decisions.
7. Acceptable use restrictions
7.1 Customer and Authorised Users must not: 
(a) reverse engineer, decompile or attempt to derive source code; 
(b) bypass access controls; 
(c) probe, scan or test vulnerability except under an agreed security-testing process; 
(d) upload malware; 
(e) overload the Service; 
(f) remove proprietary notices; 
(g) use the Service in breach of sanctions, export-control, cybersecurity, personal-data, intellectual-property, or sector-specific laws; 
or (h) use the Service for high-risk safety-critical control without a written agreement covering that use case.
7.2 Smartis may investigate suspected violations and may remove or disable access to content or accounts where reasonably necessary to protect the Service, customers, third parties, or Smartis.
8. Customer Content and data rights
8.1 Customer retains all rights in Customer Content. Customer grants Smartis a limited right to host, copy, process, transmit, display, analyse, and otherwise use Customer Content solely to provide, secure, support, maintain, and improve the Service as permitted by these Terms or by any other form of agreement between Customer and Smartis.
8.2 Smartis will not use Customer Content for unrelated marketing or disclose Customer Content to third parties except as permitted by these Terms, by any other form of agreement between Customer and Smartis, Customer instructions, or law.
8.3 Aggregated or anonymised information that does not identify Customer, Authorised Users, or other natural persons may be used for analytics, benchmarking, security, product improvement, and service-performance measurement.
9. Personal data and Data Processing Agreement
9.1 Where Smartis processes personal data on behalf of Customer in connection with the Service, the Data Processing Agreement must be signed.
9.2 Smartis may process Account Data and commercial contact information as an independent controller for account administration, billing, security, support, legal compliance, service communications, and relationship management.
9.3 Customer is responsible for providing its employees, contractors and other data subjects with legally required notices about Customer use of the Service and Smartis as processor or recipient of personal data, where applicable.
10. Third-party services and integrations
10.1 Customer may choose to connect the Service with third-party devices, sensors, platforms, APIs, hosting services, identity providers, business systems, or data sources. Customer is responsible for maintaining the right to use such third-party services and for compliance with their terms.
10.2 Smartis is not responsible for third-party products, data sources, outages, errors, security incidents, or changes unless Smartis has expressly assumed that responsibility in an Order Form.
11. Support, maintenance and availability
11.1 Support and service levels are as specified in the Order Form or support policy. If no support package is specified, Smartis will provide commercially reasonable support during Slovenian business hours from 9 to 15 on Slovenian working days.
11.2 Smartis may perform planned maintenance and emergency maintenance. Smartis will use commercially reasonable efforts to give advance notice of planned maintenance that materially affects production availability.
11.3 Service availability commitments, if any, apply only where expressly stated in an Order Form or Documentation.
12. Fees, payment and taxes
12.1 Fees, invoicing, payment deadlines, taxes, late-payment interest, and price adjustments are governed by the Order Form.
12.2 Unless otherwise stated, fees are non-refundable, exclusive of VAT and other taxes, and payable in euros.
12.3 Smartis may suspend access for overdue amounts after written notice and a reasonable cure period (not longer than 30 days).
13. Confidentiality
13.1 Each party must protect the other party's confidential information using at least reasonable care and may use it only for performance of these Terms and the applicable Order Form.
13.2 Confidential information excludes information that is publicly available without breach, already known without confidentiality restriction, independently developed, or lawfully received from a third party without confidentiality restriction.
13.3 A party may disclose confidential information where required by law or authority, provided it gives prior notice where legally permitted and cooperates to limit disclosure.
14. Intellectual property and feedback
14.1 Smartis retains all rights in the Service, Documentation, software, APIs, configurations, templates, user-interface elements, analytics methods, know-how, trademarks, and related intellectual property.
14.2 Customer retains all rights in Customer Content. Smartis receives no ownership of Customer Content except the limited rights necessary to provide the Service.
14.3 If Customer or Authorised Users provide suggestions, ideas or feedback, Smartis may use them without restriction or compensation, provided Smartis does not disclose Customer confidential information.
15. Warranties and disclaimers
15.1 Smartis warrants that it will provide the Service with reasonable skill and care and in material conformity with the Documentation and applicable Order Form.
15.2 Except as expressly stated, the Service is provided without warranties of uninterrupted availability, error-free operation, fitness for a particular purpose, or achievement of specific business, operational, energy, cost-saving, compliance, predictive-maintenance, or safety outcomes.
15.3 Customer acknowledges that outputs may depend on Customer Content, sensor reliability, integration quality, configuration, historical data quality, and user interpretation.
16. Limitation of liability
16.1 To the maximum extent permitted by applicable law, neither party is liable for indirect, incidental, special, punitive, or consequential damages, loss of profits, loss of revenue, loss of goodwill, or loss of anticipated savings.
16.2 Each party's total aggregate liability arising out of or relating to these Terms and all Order Forms is limited to the fees paid by Customer for the Service giving rise to the claim during the twelve months before the event giving rise to liability.
16.3 The limitation does not apply to payment obligations, willful misconduct, gross negligence, confidentiality breaches, intellectual-property infringement, misuse of credentials, unlawful use of the Service, or liability that cannot be limited under applicable law.
17. Term, termination and suspension
17.1 The subscription term, renewal, and termination rights are set out in the Order Form.
17.2 Either party may terminate for material breach if the breach is not cured within thirty days after written notice. Both parties are responsible for fulfilling their full obligations until the termination.
17.3 Upon termination or expiry, Customer's right to access the Service ceases. Smartis will make Customer Content available for export or return for the period specified in the Order Form or DPA document if that is applicable, then delete or anonymise it according to the Order Form or DPA, if that is applicable.
18. Governing law and jurisdiction
18.1 These Terms and all non-contractual obligations arising from or connected with them are governed by the laws of the Republic of Slovenia.
18.2 Any legal suit, action or proceeding arising out of or related to the Term or the matters contemplated hereunder shall be instituted exclusively by the court in Ljubljana
19. Changes
19.1 Smartis may update the Term for future subscription periods. Customer could terminate the use of services if they don’t accept the changes. The termination period is 30 days. The termination does not affect any customer’s obligation prior to the termination.
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